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Deanship of Administrative Affairs

CYBER SECURITY POLICY

INTRODUCTION

Huertas College is an institution authorized by the Board of Postsecondary Institutions of
Puerto Rico and accredited by the Middle States Commission on Higher Education. It
operates under state and federal laws that apply to all institutions of higher education and
administrators of federal funds. Its responsibilities include establishing policies and
procedures that ensure compliance with state and federal laws and regulations.

LEGAL BASIS

Certification Number CEPR 2012-237, October 2012. Regulations for the Licensing of
Higher Education Institutions of Puerto Rico. Act No. 40 of 2024 Cybersecurity Act of the
Commonwealth of Puerto Rico. The Electronic Communications Privacy Act of 1986.
Portability and Accountability Act (HIPPA). FERPA Act of 1974. 20 U.S.C. 1232g. Federal
Communications Commission (FCC) regulations. 34 CFR 668.46.

PURPOSE

The Huertas College Cyber Security Policy outlines our guidelines and provisions for
preserving the security of our technology and data infrastructure.

Today, more and more of our business is conducted online and we rely on technology to
collect, store and manage information. This makes us vulnerable to serious security
breaches. A cyber-attack not only directly threatens confidential information. It can ruin
relationships with our customers and cause serious legal risks to them and our reputation.

SCOPE

This policy applies to all of our on-site and remote employees, faculty, consultants,
contractors, student community, and anyone who has permanent or temporary access to

our information systems and equipment.
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MISION: Huertas College es una institucion lider, comprometida con la excelencia en la educacion postsecundaria v la respansabilidad social.

Desarrolla entre sus integrantes competencias intelectuales, lecnoldgicas y humanas para lograr una sociedad inclusiva y autosuliciente.




DEFINITION
For purposes of this Policy, Huertas College defines the following terms:

Confidential Data - Confidential data is information whose use, access, disclosure,
acquisition, modification, loss, or deletion could result in serious harm fo the
administration, faculty, and student community we serve.

Examples:

Unpublished financial information

Credit card numbers
User/customer/partner/supplier data

Human resources records

Data security is the responsibility of all employees.

User - Any person who has access to and uses the Institution's information resources
and infrastructure.

RESPONSIBILITIES AND PROCEDURES

Users should only access email and information systems on devices provided by the
Institution.

Users should also not use the institution's devices and equipment to access persconai
information, emails or personal accounts.

This is vital as ignoring this policy can iead to information security risks. We recommend
that all users keep their personal information as well as those devices and equipment
assigned by the institution secure.

Recommended actions and procedures:

Use strong passwords (numbers, letters and symbols) on all devices.

Avoid opening e-mail attachments or accessing unknown links (URLs).

Be suspicious of misleading titles (e.g., offering prizes, tips, offers).

Choose and update comprehensive antivirus software.

Never leave devices exposed or unattended.

Do not give out personal information by phone, email or text message.

Install internet browser and system security updates monthly or as soon as they

become available.

¢ Log in to Institution accounts and information systems only through secure, private
networks.

¢ Never use personal data on shared computers or public Wi-Fi. We do not know

how secure that computer may be.

Use your own device and on a secure network.

Lock screens and devices when leaving desks.

Report stolen or damaged equipment as soon as possible to Human Resources.

Change all account passwords when a device is stolen or compromised.



Report a perceived threat or potential security weakness in company systems.
Do not download suspicious, unauthorized or illegal software onto Institution
equipment.

Avoid accessing suspicious websites.

We also expect our employees to comply with our social networking policy.

Our Network Administrators must:

Install institution-approved firewalls, anti-malware software and access
authentication.

Organize security training for all employees.

Inform users regularly about new fraudulent e-mails or viruses and ways to combat
them.

Thoroughly investigate security breaches.

Proper password management

The password is the first line of defense against numerous attacks on data. Therefore,
password leakage is dangerous. Passwords must be secure and secret.
Recommendations to follow are:

Choose passwords with no less than eight (8) characters (including uppercase
letters, lowercase letters, numbers and symbols).

Remember passwords instead of writing them down. Do not write down your
passwords and leave them in a visible place where someone can find them.

Do not reuse passwords.

Change your passwords every thirty (30) days.

Secure data transfer

Transferring data can lead to security risks.

Avoid transferring sensitive data, if information is to be transferred it should first be
encrypted by manager or [T specialists.

Sensitive data should only be shared over the institution's internal or secure
network and not over public Wi-Fi.

Ensure that the recipients of the data are duly authorized individuals or
organizations and have appropriate security policies.

Store data on a shared drive that can only be accessed by authorized persons.
Users should report possible attacks, suspicious emails or phishing attempts to
our manager or IT specialists as soon as possible. Our manager or {T specialist
should promptly investigate, resolve the problem and send an alert to all senior
management when necessary.

REMOTE EMPLOYEES

Remote employees are also required to follow all aspects detailed in this security policy,
as confidential Institution systems, equipment, and data will also be used.
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Remote employees may request that a network administrator verify the security of their
home network.

DISCIPLINARY ACTION

All employees will take cybersecurity training, so all personnel are required to be in
compliance with this policy.

Failure to comply with this policy that may cause a cybersecurity violation will subject you
to disciplinary action:

e First time unintentional security violation: verbal and written warning.

o Repeated violations: written warning, suspension

e Intentional and large-scale violations (causing serious financial damage, loss of
official institution records or otherwise): we will employ more severe disciplinary
measures up to and including termination.

We will review each incident on a case-by-case basis.
VALIDITY

This policy is effective immediately.
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